POLARITY

Superhuman Data Awareness and Recall
for Your Team

Polarity improves decision making by allowing teams on mission to
capture, recall, and share intelligence across any workflow.



I0C Data Capitalization

To accurately assess threats and understand
evidence, teams on mission need to
continuously gather context information
from a wide range of sources including other
team members, the Internet, and restricted
knowledge repositories. This process is time
consuming and forces team members to
sacrifice investigative cycles that could

be spent elsewhere. Incomplete context
information may arise due to time
constraints, data silos, and tools that cannot
interoperate - resulting in increased time
spent conducting investigations.

Split-based Operations

Work efforts are consistently duplicated as
multiple team members research the

same information over a period of hours,
days, months, and years, greatly reducing
productivity. The problem is magnified when
teams operate in distributed locations,

on shifted schedules, or within different
organizational units. The opportunity for
collaboration, a key component of a well-
functioning team, is lost if personnel who are
working on related issues are unable to find
one another.

Demanding Conditions

Teams on mission are typically working
under stressful and demanding work
conditions. These conditions, coupled
with long hours, the monotony of certain
investigative work- streams, repeated
queries, and data entry reduces the quality
and speed of human decision making -
leading to mistakes of habit.

www.polarity.io

info@polarity.io

Polarity Delivers Context Information
Polarity automatically searches for and
delivers relevant context to team members
as they are working. Therefore, they are less
likely to miss critical intelligence because
Polarity removes the burden of finding
relevant context information. Since Polarity
operates at the screen level, Polarity is able
to enable collaboration across multiple
applications, toolsets and workflows. Team
members no longer have to choose between
working fast and working thoroughly.

Polarity Provides Total Data Awareness
Teams using Polarity have total data
awareness as Polarity automatically notifies
them of intelligence generated by other team
members scattered across the globe, in the
previous shift, last week, last month, or even
last year. For example, if one team member
is investigating an attack and they flag a
malicious IP address range, Polarity will
automatically notify another team member
should an IP from that range be observed
navigating or making single queries against
a mission critical web property.

Polarity Increases Productivity

Polarity combats team fatigue by
automating the most repetitive and time
consuming components of any mission.
Reduced lookups and automatically
delivered context data speeds up the
decision making process letting team
members apply their efforts where it is
needed most.

844.312.7001 polarityio
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POLARITY CAPABILITIES

Annotate data or enrich data instantly via third-party tools
and data sources

Strings, IP addresses, web domains, file hashes or any text on your computer
screen.

Computer Vision
Powers our desktop Heads-Up Display which delivers relevant information in any
application as you are working

Collective Memory

Automatically shared with your entire team to enable better and faster decisions.

Capture Recognize Overlay

Recognized Text

Uyt hireg you

FO904ADDBOFES48C22FFAS223EDSEEET
[ ) ca 2 J i wosauwan
] X

192 168.55.2

web www.polarity.io | info@polarity.io | 844.312.7001 | polarityio



A

Page | 4

SCREENSHOT OF WIRESHARK WITHOUT POLARITY (CAN BE ANY APPLICATION)

L N ] & 2010403 1 BATathie- anadylis- searciss poen
A8 e m " RE QesEFRELA=E QAT

| W [1cp.siveem eq 50
Ha Tims [ [ropr— Prologed  Length lain

1551 299.420233 24723, 14,81 10.8.59. 215 TCP S8 B8 - 45206 [5WN, AK] Segel Acksl Win=B4249 Len=@ F

1552 299420434 1@.0.90, 115 17,2314, 81 TP 54 49206 = B0 [ACK] Seq=1 Acks1 Win=Gdl4d Len=d

1553 209. 430666 .00, 115 I17.23. 14,81 HTTR IS0 GET JF4.mak HTTRSL.]

1554 260420736 2117.23.14.81 16.8.59. 215 TCR 54 BO = 43206 [ADK] Seqel Ack=306 Win=S4240 Lensd
1555 294, 586673 24723, 1481 10.0.50. 215 TR 1514 &0 - 49206 [ACK] Segel Ackedld Win=gd2dd Len=1d68 |
1555 209.586688 217,23, 14.81 10.0.59. 715 TCP 1514 88 - 43206 [ACK] Seqe1451 Acke3BG6 WinsG4240 Lens14f
1557 299586059 24T, 28, 1481 18.8.59. 115 TP 30 B0 - 43286 [PSH, ACK] Seq=2921 Ack=1d6 Win=6d298 Le
1558 209.5R7154 1.2.00, 115 F17.23.14, 81 TCR 54 40206 - B0 [ACK] Seqe3@6 Acke3T4] WiseG4248 Lon=d
1559 299.587763 2017.23.14.81 10.8.598. 215 TCF 1514 BB = 49706 [ADK] Seqei?4] Ack=380 Winsh4Z49 Lena sl
1562 294, SBT80E 7. 23,1481 10.0.59. 215 TCP 1514 &0 - 49206 [ACK] Seqed?@l Ack=TdG Winebd24@ Lens]14E
1561 399.587832 2723, 14.81 1.0 59215 TCP 1514 88 - 49706 [ACK] SeqeGlE] Acks3Bhi WinsBAZMD Lenslaf
1567 268 5HTHEE 24T, 28,14.81 18,8, 59 115 TR 1514 B8 - 43206 [PSH, A(K] SeqeT8ll Ack=3d6 Win=Ba2d8 Le
1563 209. 587925 2723, 14.81 0.0, 9. 215 TCR 1514 BB - 49206 [ACK] Seq=T0S1 Ack=30G WinsGA240 Len= 14
1564 299.587938 217.23.14.81 18.0.50. 215 TP 1514 B0 = 49786 [ACK] Seqel054] Ack=3B6 WinsG424D Lens14
1565 204.587951 217231481 10.0.59. 215 TCP 1514 &0 ~ 49206 [P5H, ACK] Sequli@dl Ack=306 Win=Ga2d@ L
1566 2@ 5BB03G L. 0.0, 315 #17.23.14, 81 TCP 54 49706 - 80 [ACK] Seqedes Acks1l46] WinsGlIT0 Lensd
1567 268592072 109,99, 115 #17.23.14, 81 TR 54 [TCP Window Update] 49008 - B [ACK) Seq=idé Acke=l:
1568 209, Ta2612 2723, 14.81 1.0, 215 TCP 1514 B - 497106 [ACK] Seqell46] Acke3B6 WinsGd24d Lenald
1589 299.T4IE19 217.23.14.81 18.08.58. 21% TP 1514 B0 = 49786 [ALK] Seqeld%2] Acke=306 WinsE424D0 Leneld
1578 250, T42642 7. 201481 10.8.599. 215 TP 1514 B8 - 43206 [ACK] Sequlfldf] Ack=3o6 WinsGd24d Lens1d
1571 399 T42653 2T 33,1481 100,59 215 TP 1514 88 - 49706 [ACK] Seqel7B4] Acke3B6 WinsGd24d Lensls

e AET 0 TAOGAM N3 3 t4 @i 6 0 G ik Tre.  J30 0 4Sond EOCtu  ACW ] GO0 kckoe AR dimafATAe 1|
saas Baas wwas = Congestion Window Beduced (CWRI: Mot set

tees = E(N=Egho: Mot ot

isss = Urgentr Mot set

wn B e = AfKnowipdgaenat: Bot cet
8., = Push: Hot set

o@.. = Reset: Not oset
LRy FR R PR S

B ¥ ey P ey W o tsrmn o mmt
GO0 2B oeb Za bh 53 T1 64 32 A8 3T 2b 40 08 00 45 09 wooodd well L
GULD. D@ 34 B 68 49 08 BO @6 f2 &8 Ba DB Sa dF 09 17 & b h- I
SO0 Be 51 o 35 PR 50 82 16 A2 ea 09 00 00 0D BB 62 o:
DEC 2 0B 43 55 00 00 02 B4 @5 b4 01 03 03 08 21 M ¥

par pa w2 g

SCREENSHOT OF WIRESHARK WITH POLARITY
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